





Internet Corner
Spoofing - the
art of fooling
and deceiving

Spoofing refers to fooling or deceiv-
ing. In telecommunications, spoofing
refers to the practice of altering one’s
identity to appear as someone else.
Caller ID spoofing and email spoofing
are on the rise and something everyone
needs to be aware of.

Caller ID spoofing is the practice
of making a call appear to come from
any phone number the caller chooses,
rather than from the number the call
originated. Caller ID spoofing is often
used for fraud or prank calls. Fraudulent
callers are able to get personal informa-
tion using Caller ID spoofing because
consumers believe the call is coming
from the number that appears on their
Caller ID and believe they know who
they are talking to. (744-3162)

FMCTC wants all of our members
to be aware that Caller ID spoofing is
prevalent and to be very careful giving
any information out to someone who
calls you. If you ever doubt the identity
of a caller, offer to call them back and
verify who you are speaking to. Caller
ID spoofing also allows prank callers to

make calls without their identity being
given or blocked.

Email spoofing is the practice of
sending an email that appears to origi-
nate from a different source. This is
usually used for spam email or phishing.
Spam email is the sending of unsolic-
ited bulk messages. The sender of these
emails use email spoofing to make the
messages appear to be sent from an
email address other than their own. Nor-
mally the address the email messages
appear to come from is an unsuspecting
individual that has been the victim of a
phishing scam.

Phishing is attempting to acquire
sensitive information such as username,
password, social security numbers or
credit card information by masquerad-
ing as a trustworthy entity. These emails
appear to originate from a legitimate
company informing the receiver there
is a problem with his account and he
must email back personal information,
often a username and password, in order
to resolve the issue. Never respond to
these emails.
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What should I do if I lose
my internet connection?

Question: Every once in awhile, I lose my Internet connection at home. Do
you have any troubleshooting tips for me? What can I do to get back online?

Answer: In the event of a temporary service outage or if you lose connectivity,
you may need to reboot your modem. If your network features a router, it will need
to be rebooted as well. Since the sequence in rebooting is important, we’ll review

the procedure one step at a time:

1. Check to make sure your modem has power.

2. If your modem has power, go ahead and disconnect the power to the modem
and leave the power off for about 20 seconds.

3. Reconnect the power and allow the modem time to receive a new Internet
connection. When the “link” light becomes active, your modem is connected (re-

booted) to the network.

4. If you are using a router, disconnect the power to the router and leave the
power off for about 20 seconds. Restart the router and your Internet connection

should be restored.

5. If you are still not getting a connection, you may also want to try restarting
your computer. Sometimes a quick computer reboot does the trick.

Filing tax
returns

Failing tax returns online is more popular than
ever. 95 million people filed their taxes online
last year.

Source: Www.irs.gov

An example of the phishing email.

Warning! Fraudulent emails
referencing CDC-sponsored
state H1IN1 vaccination program

Keep an eye on your inbox. If you
receive an e-mail that appears to be
from the Centers for Disease Control
and Prevention (CDC) asking you to
create a personal HIN1 vaccination
profile, it’s a scam. Ignore the e-mail
and do not respond, or you may put

instructions on creating their profile.
If they click on the link to download,
they’re in danger of getting a computer
virus and giving scammers access to
their personal information.

To avoid becoming a victim of such
phishing attacks:

your computer at risk for a v Do not follow unsolicited links and

virus. do not open or respond to unsolic-
These fraudulent e-mails talk about ited e-mails.

a CDC-sponsored state vaccination v" Use caution when visiting un-trust-

program, and tell recipients that they ed websites.

need to create a personal HIN1 vac- v" Be suspicious of any unsolicited

e-mail that asks for personal infor-
mation.
If you need accurate and current
information on the HIN1 virus, visit
www.cdc.gov or www.flu.gov.
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Be prepared

when call-
ing technical
support

If you ever need to call FMCTC for
help resolving an issue with your Inter-
net service, you’ll want to be prepared
to answer several key questions. By
having this information handy before
you call, we’ll be able to serve you
more efficiently:

1. Your user name.

2. Your password.

cination profile on the CDC’s website
whether they’re vaccinated or not. A
link is provided for this “registration
process” that leads to a fake webpage
that looks similar to the CDC’s. Once
there, recipients are asked to download

3. Your email address.

4. The brand and model of your computer, and the version of your operating
system (such as Windows XP or Windows Vista).

5. The name of the Web browser you’re using (such as Internet Explorer or
Firefox).

6. The name of your email software program (such as Outlook Express or
Mozilla Thunderbird).

7. Your modem’s brand name and model.

8. The exact error messages that are appearing, if any. Write them down if nec-
essary. If possible, it’s best to have your computer on and running when you call as
well.

And remember, our Internet Help Desk is available Monday through Friday,
8AM-5PM at 744-3131. @

Are you a sports fanatic?

www.fmctc.com/zone.htm
www.baseballhalloffame.org
www.collegehoopsnet.com
www.football.com
WWww.maxpreps.com

www.socceramerica.com Www.formulal.com
WWW.masters.org www.scenedaily.com

www.takemefishing.org Www.thehockeynews.com
www.bowl.com

www.coolrunning.com

www.softball.org




The winter issue of Website Compass
iIs packed with useful information

Did you receive the Winter 2010 is-
sue of our Website Compass magazine
in the mail? We send you this free quar-
terly publication as a value-added bonus
for choosing us as your Internet Service
Provider. It contains helpful articles and
tutorials to enhance your online activi-
ties. (766-3210)

Here’s what you can find inside the

* Beyond the Basics: Digging Deep
Online

* Dr. Webbie Answers Frequently
Asked Internet Questions

Website Compass
magazine is available

online
Not only do you receive the Winter

ing, and terms. Website Compass is
an invaluable resource for virtually
anything you do online, both at
home and in the workplace. Learn
about some of today’s most popular
websites and online activities, see
answers to “Frequently Asked
Questions” about Internet-related
topics, and get step-by-step in-
structions on dozens of common
tasks.

Winter 2010 issue: 2010 issue of Website Compass maga-
o TFeature Article: Lots to Love at zine in the mail, but you can also access
USA.gov the online version and back issues by

visiting our website at www.fmctc.com
and clicking on the Website Compass
link.

Whether you’re an Internet “newbie”

Internet Connections: Windows 7

* Browser Basics: Boost Your Brows-
er “Tool Belt” With Add-ons

* E-mail Basics: Exchange Contact

Info With vCards or an experienced veteran, you’re sure
« Back To Basics: Evaluating Website  to find information that you can use
Reliability about Internet tips, trends, troubleshoot-

Included in the Winter 2010
issue are tutorials on:
* Creating a vCard
 Including Your vCard
* Opening/Saving a vCard
* Installing SiteAdvisor Add-on
 Installing Adblock Plus Add-on
It’s a little like having a computer

pro on call for you 24/7. We hope you
find Website Compass to be a welcome
resource.
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New 2010 telephone

directories mailed out
FMCTC publishes a telephone directory every

year. The Boyer Valley Regional Directory should
have arrived in your mailbox last month. If you
did not receive the new 2010 lime-green colored
directory, of if you need an extra copy, please stop
. by our office in Harlan and pick one up.
- hEﬂ'I"E._'? w_.] f:f. 4y The new telephone directory provides you with
A H"'Pl‘i e s telephone listings for 47 western-lowa communi-
g e ties. The front cover lists those communities. (747-
6392)

The directory also includes helpful information
like how to activate/deactivate telephone features
such as Call Waiting, Call Forwarding, and Three-
Way Calling (pages 18-22); a listing of lowa zip codes (pages13-15); a listing of
Iowa, national and Canadian area codes (pages 11-12); and tips on how to make
an International telephone call (pages 23-24). The directory’s Yellow Pages are a
helpful buyer’s guide to products and services.

We hope you find the telephone directory helpful.
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Please remember to be
friendly to our
environment and recycle

your old telephone
directories by
replacing them with the
rest of your recycling.

You have options in how you
are listed in the phone book

Generally your name, address, and telephone number appear in the White Pages
listing of telephone directories. You can ask for a change, though, such as listing
just your name and telephone number, or using an initial instead of your first full
name. (748-7810)

You will be listed once in the White Pages free-of-charge.

You may also choose the following options:

Additional Listing: You can request an additional directory listing. For exam-
ple, other family members’ names can be added to your listing. Additional Listing
Charge: 50¢/month

Non-Published: For privacy, you can omit your listing from the White Pages
and Directory Assistance records. Non-Published Charge: $1/month

Please call us at 744-3131 if you have questions or you’d like to change your
directory listing.

There's
a reason
why
we’'re picky

If you’ve called our office lately and
have been told that we can’t give you
any information because you’re not
authorized on the account, you might
think we’re just being picky. We’re
a small company serving small town
customers, right? Absolutely! We don’t
want to lose that small town touch, but
we are obligated to comply with certain
laws that make our interactions more
challenging.

Federal laws require stringent protec-
tion of customer account information,
including the services you purchase and
how you use them. For general account
information, such as the amount you
owe, what services you buy, and how
your services are set up, we are required
to authenticate that you are an autho-
rized person on the account by:

* Asking for your password if you’re
calling us, or

* By viewing your valid photo ID if
you’re at our office.

If you or someone else calls us want-
ing details, we will only give out the
information by:

1. Calling you back at the phone num-
ber listed on the account, or

2. Mailing the information to the billing
address on file, or

3. Providing the information to you in
person after viewing your valid photo

ID.

If the account is listed only in your
spouse’s name and you are trying to get
information, your spouse will have to
complete an authorization form with
a signature in order to add you as an
authorized user on the account. You
can pick up a copy of this form at our
Harlan Office.

These requirements may seem
burdensome but they were put in place
to protect you and your confidential ac-
count information. We appreciate your
patience and cooperation. (755-2170)
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2 Ways to Save

BAKERS DOZEN SPECIAL

Pay for your Internet service 1 year in advance and receive the 13th month

FREE.
REFER-A-FRIEND

Get your friends, family or neighbors to sign up for High Speed Internet and you
get one month of High Speed Internet service FREE.
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